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1. GDPR CHALLENGES:
Transparency in a disparate data
world

2. GDPR SOLUTION:
Enabling company-wide transparency
AG EN DA. and compliance

3. BENEFITS:
What the stakeholder gains
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GDPR Challenges — A Myriad of Systems
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GDPR Challenges — No idea where to look
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GDPR Challenges — No Contextual Data
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GDPR Challenges — No Reporting Capability
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GDPR Challenges — No Compliance
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eccenca solution — Connecting everything

~ Data Subject




The eccenca GDPR solution
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eccenca GDPR Solution
Setup
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eccenca GDPR solution — How it works

Data is linked with the requirements of GDPR
(consent, purpose of processing, etc.)

Record of processing activities, legal bases and retention
periods

Application / Meta data Inventory

Data import and systems integration via REST APIs, Flatfiles or
direct mappings




eccenca GDPR Solution
Subject Access Requests




Challenges of GDPR

Right of access (Art. 15)

Right to rectification (Art. 16)

Right to erasure — right to be forgotten” (Art. 17)
Right to restriction of processing (Art. 18)

Right to data portability (Art. 20)
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: Task: Identify corresponding data sets across all applications & processes -

. . GDPR Orchestration / GDPR-1
G GDPR Orchestration . . .
Max Cline requests access to his Pll according GDPR Art 15

N" Summary # Edit Q Comment  Assign More v StartProgress Done  Admin v < Export v
g Rl v Details v People
l»2 Reports Type: Task Status: (View Workflow) Assignee: gdpr user the 0
Priority: 1 Medium Resolution: Unresolved Assign to me
PROJECT SHORTCUTS Labels: None Reporter: &2 Administrator
Working in a project Votes: 0
Project management ideas v Description Watchers: @ Stop watching this issue
Max Cline
+ Add link HafenstraBBe 1136, 39268 Hoyerswerda
Max.Cline@company.com
Max.Cline@gmail.com v Dates
(09268) 3556293 Due: 09/0ct/19
+49-835-5629389 Created: Just now
Updated: Just now

v Attachments

v HipChat discussions
@ Drop files to attach, or browse. P

Do you want to discuss this issue? Connect to

HipChat.
v Activity Connect Dismiss

All Comments WorkLog History Activity

There are no comments yet on this issue.
O Project settings «

YAtlassian


http://www.rhebo.com/

Task: Define subject’'s personal data sets and identify affected applications

«* eccenca DSGVO solution EXPLORE ~ QUERY  GDPRSEARCH i
SEARCH FORM Search for attributes ®
SEARCH RESULTS (3)
Name
BOOKMARKS (0) Max Cline Address Email Phone
REPORTS
SourceApplicationName SourceApplicationID SourceUserID ControllerID
IdentityProviderID IdentityProviderUserID Aux

Show all fields

S{Z2U {6 N CLEAR SEARCH

%= Search results

0 Namen Address Email & Phone " Source application name "
v [ MaxCline Hafenstralle 1136 39268 Hoyerswerda Max.Cline@company.com (09268) 3556293 eShop
v [ MaxCline Max.Cline@gmail.com (09268) 3556293 HR
v [ Dr.MaxCline Hafenstralle 1136 39268 Hoyerswerda Dr_.Max.Cline@gmail.com +49-835-5629389 ContractManagement

Found 3 results. Rows perpage 50 + < < Pagelof1 > >I

v19.07 © 2019 eccenca GmbH Workspace: GDPR workspace Logged in as: userB
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1. Automatically transfer information from

v Description

e m:;r?sl,ltr::Be 1136, 39268 Hoyerswerda and to the thket SyStem (le JlRA)
fi e " Affected applications
— llosasseroses = Saved data types
v Attachments
& A e o 2+ ASSIGN SPecific requests to respective
application owners (prevent wild-card
queries)
3. Export data from systems using
S automatically created and assigned tasks
o Issue Links 4. Prepare report, personal notification and
. o(zll()ePdR?Z Max Cline requests access to his Pll according GDPR Art 15 (for appl d ata d el lve ry
GDPR-3 Max Cline requests access to his Pll according GDPR Art 15 (for appl
-4 Max Cline requests access to his Pll accordin r ora .o .
EZE:-: ::Ilax(cllline re:ues:saccess:o :is :: accor:inz zszgir:zgorazz: 5 Send SpeCIﬁC requeSt for data deletlon'
5 export and updates to respective system
v Activity

owners

» All Comments WorkLog History Activity
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eccenca GDPR solution — How it works

Search index and frontend for user identification
Efficient management of incoming requests via JIRA tickets

Ticket creation and assignment to relevant applications
automated

Usage of meta data for data subject access rights reporting and
data transparency




eccenca GDPR Solution
Auditing and Reporting




Challenges of GDPR

Proof of compliance to stakeholders & authorities
Compliance for all internal data processing operations
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Task: Tracking of Subject Data Requests

Bubble Chart: GDPR Requests

Correlation between days open, number of replies, and support participants
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This chart shows the average number of days that resolved issues were open for over a given period.
Period: last 300 days (grouped Weekly)
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Issue Type
Total Issues: 84 Total Issues: 40

Period: last 300 days (grouped Weekly)

Data Request 46
[ Consent Update 24
Time To First Response: GDPR Requests

I Deletion Request 14 .
Issues Calendar: GDPR Requests 45.0
GDPR Requests (Due Date) 4 0
January 2018 a7 &
December February 35.0
325
Sun Mon Tue Wed Thur ] Sat 30.0
a1 1 2| Issues: 1 3 4 5 6 g 275
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Export in iCal format Showing average number of hours until issues were responded to in the last 300 days.

Average Time in Status: GDPR Requests


http://www.rhebo.com/

Task: Tracking & Verification of Compliance

“ eccenca Corporate Memory DATASETS VOCABS EXPLORE QUERY :
Graphs : data subject instances Q CREATE NEW DATA SUBJECT
=
CMEM Dataset Catalog Instance Has data object Consents
GDPR ontology u999498 name_crs personalized offers
GDPR Processing Purpose Terms 1999498 orderld_crs personalized offers
GDPR reporting 1999498 streetAddress_crs personalized offers
. . u999498 email_crs personalized offers
Navigation
u999498 orderHistory_crs personalized offers
u999498 Name_op personalized offers
Vv data object type
Vv sensitive data u999498 PostalAddress_op personalized offers
access data
u999498 Email_op personalized offers
account data
medical record u999498 Birthday_op personalized offers
> personal data u998018 name_crs personalized offers
v data subject
Rowsperpage: 10 w 1-10 >

eu citizen




Task: Auditing & Reporting of Compliance

GDPR Compliance Dashboard

Consent missing by data object Consent missing by app

Consent given for objects requiring consent

@ Data Object @ consent missing

40K 20K
30K 20K
True ——
10K
20K
— False
10K 0K
10K 9K 9K
2K 2K
1K
oK .
Email Name OrderHistory Birthday MaritalStatus
ObjectLabel purpose subjectCount consent_missing consent_given app
Birthday http://ns.eccenca.com/GDPR/e-business/BirthdayEmail 9027 2151 6876 || https://ns.eccenca.com/gdpr-example/CRSApplication
Email http://ns.eccenca.com/GDPR/e-business/BirthdayEmail 20000 4806 15194 1 https://ns.eccenca.com/gdpr-example/OrderProcessingApplication
MaritalStatus http://ns.eccenca.com/GDPR/e-business/BirthdayEmail 2050 502 1548
Name http://ns.eccenca.com/GDPR/e-business/BirthdayEmail 20000 4806 15194 purpose o
Email http://ns.eccenca.com/GDPR/e-business/PersonalizedOffers 20000 18100 1900 . i .
i i [ http://ns.eccenca.com/GDPR/e-business/BirthdayEmail
Name http://ns.eccenca.com/GDPR/e-business/PersonalizedOffers 20000 18100 1900 http:// /GDPR/e-busi P lizedOff
J/ns.eccenca.com e-pusiness/rersonalize ers
OrderHistory http://ns.eccenca.com/GDPR/e-business/PersonalizedOffers 10000 9050 950 D P

Total 101077 57515 43562
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eccenca GDPR solution — How it works

Delivery of meta data to external applications (BI, Analytics,
Reports)

Auditing and management of process via dashboards




What the stakeholders gain

For the IT team:

Existing IT architecture is not affected. No need to replace legacy systems

For Data Protection Officers:
360° perspective: Fast and precise identification of data subject in all systems
100 % control and transparency of compliance

No duplication of data through separating instance data from metadata




What the stakeholders gain

For Application Owners:
Efficient processing of Subject Access Requests without overloading legacy systems
No time and capacity consuming wild card queries

Operational processes & established workflows are not disturbed.




eccenca (@ SEMANTICS.

Booth
Visit us at our booth.

TALKS
Tuesday
- Product Demo: 10:30'am| Session 1.6
- Knowledge Graphs for GDPR Management: 10:30 am | Session 1.5
Wednesday
: Knowledge Graphs for Smart Supply Chains: 11:45 am, Session 5.1
- Knowledge Graph driven Business Digital Twins: 3 pm, Session 6.1
- Knowledge Graphs for Smart Textile Innovation: 3 pm, Session 6.3
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